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Two-layer grouped Byzantine fault tolerance
algorithm for UAV swarm

CHEN Yu, JIA Lianxing
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Abstract: To reduce the communication complexity and improve the robustness of blockchain network, a two-layer
grouped Byzantine fault tolerance algorithm for unmanned ariel vehicle (UAV) swarm was proposed. First, nodes were
divided into several groups according to the formation results of UAV swarm. A portion of high-reputation nodes were
selected from each group to form a committee, and other nodes were used as shared nodes. Threshold signature tech-
niques were employed to reduce communication complexity. In that way, nodes from other groups only needed to com-
municate with the committee nodes of the current group, thus greatly reducing the average communication delay. In addi-
tion, the hierarchical structure, which made the identity of the primary node hidden in the committee, reduced the risk of
being adaptively attacked by the Byzantine nodes and improves the robustness of the system. Experimental results de-
monstrates that the proposed algorithm significantly reduces the delay of the consensus process and can effectively ensure
the aliveness of the system compared with the comparison algorithm.
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